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There were no guidelines or standards for performing internal audit in India until early 2000s. Many professionals

apart form Chartered accountants were engaged into internal audit activities. Absence of clear set of standards or

guideline lead to ambiguities and non-standardization of internal audit activities. The Institute of Chartered

Accountants of India (ICAI) being reputed professional body developed Internal Audit Standards Board (IASB) to

strengthen internal audit practices and provide adequate guidance to its members and other professionals.

The Internal Audit Standards Board (IASB) is one of the non-standing technical Boards of the Institute of Chartered

Accountants of India (ICAI) and was constituted on February 5, 2004. The Board is working relentlessly to bring

out high quality technical literature in the form of Standards on Internal Audit and Technical Guides/ Studies/

Manuals, which constitute an important tool in helping the internal auditors to provide effective and efficient internal

audit services to the clients and/ or employers. The Standards represent a codification of the best practices for internal

auditors and will go a long way in strengthening the position and building up the performance benchmarks for internal

auditors.

The Institute continuously strives to stay at the cutting edge of best practice, including those in the field of

Internal Audit. Therefore, to be effective, Internal Audit must be conducted in accordance with a set of recognized

Standards. Standards on Internal Audit (SIAs) issued by IASB are aimed to increase the overall quality,

credibility, consistency and comparability of the work performed by the Internal Auditors.

SIAs are performance benchmarks as they represent best practices in internal auditing and other assurance

services performed. IASB has initiated process of making Standards on Internal Audit mandatory for certain class of

companies in a phased manner.

2

INTRODUCTION

@Protiviti India Member Pvt Ltd  
CA Murtuza Onali Kachwala



3

STANDARDS ON INTERNAL AUDIT (SIA) BY ICAI
Preface to the Framework and Standards on Internal Audit

Framework governing Internal Audits

Basic Principles of Internal Audit

❖100 Series: Standards on Key concepts

• SIA 110: Nature of Assurance

• SIA 120: Internal Controls

• SIA 130: Risk Management

• SIA 140: Governance

• SIA 150: Compliance with Laws and Regulations

❖200 Series: Standards on Internal Audit Management

• SIA 210: Managing the Internal Audit Function

• SIA 220: Conducting Overall Internal Audit Planning

• SIA 230: Objectives of Internal Audit

• SIA 240: Using the Work of an Expert

• SIA 250: Communication with those charged with Governance
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STANDARDS ON INTERNAL AUDIT (SIA) BY ICAI

❖300-400 Series: Standards on the Conduct of Audit Assignments

• SIA 310: Planning the Internal Audit Assignment

• SIA 320: Internal Audit Evidence

• SIA 330: Internal Audit Documentation

• SIA 350: Review and Supervision of Audit Assignments

• SIA 360: Communication with Management

• SIA 370: Reporting Results

• SIA 390: Monitoring and Reporting of Prior Audit Issues

❖500 Series: Standards on Specialised Areas

• SIA 520: Internal Auditing in an information technology environment

• SIA 530: Third Party Service provider
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SIA 220: CONDUCTING OVERALL INTERNAL AUDIT PLANNING
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Introduction

Internal audit planning can be categorized in following manner:

SIA 220 : Conducting overall 

Internal Audit Planning 

SIA 310 : Planning the Internal 

Audit Assignment

Overall audit plan at overall 

organization level for specific time 

period (generally a year) and 

presented to either Board of 

Directors / Audit committee

Specific internal audit plans at 

individual assignment level and 

presented to Chief internal auditor. 

As per rule 13(2) of companies (Accounts) rules of the companies act, 2013 Board of Directors or Audit

committee in consultation with internal auditor shall formulate scope, functioning, periodicity and

methodology for conducting audit.
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SIA 220: CONDUCTING OVERALL INTERNAL AUDIT PLANNING 
(CONTD.)
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Key elements of overall internal audit planning

Prepared in 
advance

Comprehensive 
in nature

Considers all 
auditable units 
and periodicity

Prepared by 
Chief internal 

auditor (or 
engagement 

partner)

Referred as 
"Overall internal 

audit plan" (or Audit 
engagement plan)
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SIA 220: CONDUCTING OVERALL INTERNAL AUDIT PLANNING 
(CONTD.)
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Scope

This SIA deals with internal auditor’s responsibility to develop overall internal audit plan. Where part of

internal audit is outsourced, SIA shall apply to the extent auditor needs to plan outsourced activities in accordance

with terms of engagement.

Objective

Alignment

• Ensure planned internal audit objectives are aligned with overall objectives of organization.

• Organization's risk assessment is aligned with risk mitigation through internal controls.

Outline

• Confirm and agree with those charged with governance scope, methodology and extent of audit
procedures.

Resources

• Ensure resource adequacy and competence.

• Deploy resources based on importance, complexity and sensitivity.

Conformance

• Ensure audits in conformance with applicable pronouncements issued by the ICAI.
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SIA 220: CONDUCTING OVERALL INTERNAL AUDIT PLANNING 
(CONTD.)
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Requirements

1 Planning shall be documented containing all essential elements required to achieve objectives.

Technology deployment and resource allocation shall form essential features.

2 Overall internal audit plan to be reviewed and approved by highest governing body for

internal audits, normally BoD or Audit committee.

3 Knowledge of entity, business and operational environment is essential to determine type of

assignment which could be conducted. Discussion with management to understand intricacies.

4 Audit universe to be prepared before defining overall internal audit plan. Scope should be

aligned with objectives as per audit charter, nature and extent of assurance to be provided.

5 Risk based planning exercise by undertaking independent risk assessment to be undertaken to

identify and focus high risk areas with due attention to important, complex and sensitive matters.

6 Continuous monitoring of audit universe and audit plan to ensure achievement of objectives.

Any deviations and plan modifications to be documented and approved by approver of original plan.
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SIA 220: CONDUCTING OVERALL INTERNAL AUDIT PLANNING 
(CONTD.)
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Explanatory comments

1. The planning process: Internal auditor shall use professional judgement in all planning activities.

Documented planning process to be in place stating essential inputs, steps to complete planning and nature of

output required.

2. Knowledge of business and its environment: Understand entity’s business operations to understand risk

faced and operational challenges. Knowledge shall be sufficient to identify significant effect on organization’s

financial health. Hence financial aspects then to be linked with other business elements such as industry

dynamics, business model, operational intricacies, legal and regulatory environment, and system and

processes in place.

3. Discussion with management and stake holders: key element of planning is extensive discussion with

stakeholders, executive management, risk owners, process owners, statutory auditors etc. as their inputs are

critical to understand intricacies, identify important matters and align stakeholder’s expectations.

4. Audit universe and scope of coverage: All auditable units (locations, functions, business units, legal entities

referred as “Audit universe” shall be identified before defining scope of internal audit. Establish the scope of

internal audit. Clearly highlight scope limitations, if any in the internal audit plan to approving body.

5. Risk assessment: Internal auditor shall independently assess risk of all auditable units and align with risk

assessment by management and statutory auditor. The internal auditor may also plan to undertake a

dedicated audit of the company’s Risk Management Framework and processes, as a separate review or

assignment.

6. Technology deployment: Understanding extent of information technology deployment in business,

operations and transaction processing. Internal auditor need to deploy information technology tools, data

mining, analytical procedures and expertise required to conduct audit procedures.
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SIA 220: CONDUCTING OVERALL INTERNAL AUDIT PLANNING 
(CONTD.)
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Documentation

Essential documentation shall be as follows:

a) Information about business, processes, operations, systems and past or present issues.

b) Audit universe and summary of auditable units.

c) Summary of meeting and communication with key stakeholders.

d) Risk assessment documentation.

e) Details of available resources, their competence and match with audit requirements.

f) Final overall internal audit plan duly approved by competent authorities (i.e. Board or Audit committee).

7. Resource allocation: Detailed work schedule to be prepared considering time required for each assignment

based on attention required (based on risk assessment) and map with competencies (knowledge, experience

and expertise) of available resources. Requirements are then matched to finalise scope and extent of

assignment, critical skill/expertise gap in audit team and seek other means of acquiring additional resources.
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2010: PLANNING 

(As per International Standards for the 
Professional practice of Internal Auditing)

12
@Protiviti India Member Pvt Ltd  

CA Murtuza Onali Kachwala



13

2010: PLANNING
CAE must establish a risk - based plan to determine the priorities of the internal audit activity.

What all are the Responsibilities of CAE?

• To develop a risk – based plan 

• To study the organization’s risk management framework , if framework does not exist CAE uses his/her 

own judgment of risk after considering the input of senior management and board 

• To review and adjust the plan, as necessary, in response to changes in the organization’s business, risks, 

operations, programs, systems, and controls.

Internal Audit Plan

Interviews with 

Process 

Owners and 

Management

Research on 

Industry Risks 

and

Benchmarks

Business 

Operational 

Metrics

Risk 

Assessment and 

Prioritization

Risk Event 

Identification
Planning

Inputs Planning Process Output

Cycle of Internal Audit Plan
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RISK ASSESSMENT AND PLANNING

14
@Protiviti India Member Pvt Ltd  

CA Murtuza Onali Kachwala



APPROACH – RISK ASSESSMENT & PLANNING

Identify Audit Universe

▪ We will identify the audit universe at the beginning of our relationship with audit client. 

▪ Identifying an audit universe entails the following considerations:
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Audit Universe – Process Listing

Sr. No. Process Name Name of the Process and Sub-process

Section 1 Customer Management

Section 1.1 Marketing

1 CM.01.01.01 Capture Customer Insights and Develop Marketing Strategies

2 CM.01.01.02 Manage Brand, Advertising, and Sponsorship Agreements

3 CM.01.01.03 Manage Subsidies/Upgrades and Promotions

4 CM.01.01.04 Manage Customer Loyalty and Churn Prevention

Section 1.2 Customer Relations Management

5 CM.01.02.01 Vet Credit and Accept Customers

6 CM.01.02.02 Provision Services and process Customer Orders

7 CM.01.02.03 Implement and Update Customer Master Data including Customer Privacy

8 CM.01.02.04 Adjustments and Issue Credits

9 CM.01.02.05 Customer Complaint Management 

Section 1.3 Sales Management

10 CM.01.03.01 Manage Individual Customer Contracts and Conditions

11 CM.01.03.02 Manage Distributors and Other Channels

12 CM.01.03.03 Manage Retail Outlets including Sales

13 CM.01.03.04 Manage Enterprise Sales

14 CM.01.03.05 Commission and Incentive

Section 2 Supply Chain Management

15 SC.02.01 Procurement - Planning, Demand Management and Sourcing

16 SC.02.02 Supplier Management

17 SC.02.03 Inventory, Warehousing and Logistics

Section 3 Product Management

18 PM.03.01 New Product Development, Product Portfolio and Product Life Cycle

19 PM.03.02 Manage Tariff Information

20 Section 4 Human Resource Management
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Extract of Audit Universe (Process listing) for manufacturing organization

Sr. No. Process code Name of process and sub-process

Section 1 Supply Chain Management

1 SCM.01.01 Strategy and Planning

2 SCM.01.02 Sourcing

3 SCM.01.03 Procurement

4 SCM.01.04 Supplier Management

5 SCM.01.05 Inventory, warehousing and Logistics

Section 2 Product Life Cycle Management

6 PLC.01.01 New product development

7 PLC.01.02 Product portfolio and lifecycle management

Section 3 Production Management

8 PM.01.01 Production planning

9 PM.01.02 Production capacity utilization

10 PM.01.03 Quality management
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Extract of Audit Universe (Process listing) for service organization

Sr. No. Process code Name of process and sub-process

Section 1 Sales Management

1 SM.01.01 Manage customer contracts and conditions

2 SM.01.02 Manage distributors and other channels

3 SM.01.03 Manage enterprise sales

4 SM.01.04 Commission and incentives

Section 2 Technology Management

5 TM.01.01 Change technology

6 TM.01.02 Manage system development

7 TM.01.03 Manage technology change

Section 3 Strategic Management

8 STM.01.01 Programme formation and execution

9 STM.01.02 Manage alliances, partnerships and outsourced services

10 STM.01.03 Mergers and Acquisitions
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Extract of Audit Universe (Process listing) for finance sector organization

Sr. No. Process code Name of process and sub-process

Section 1 Lending operations

1 LO.01.01 Commercial Loans

2 LO.01.02 Consumer Loans

3 LO.01.03 Real Estate Loans

4 LO.01.04 Credit Administration

Section 2 Treasury Management

5 TM.01.01 Securities

6 TM.01.02 Cash Management

7 TM.01.03 Asset/Liquidity Management

8 TM.01.04 Automated Clearing House

Section 3 Accounting and Financial reporting

8 AFR.01.01 General Accounting

9 AFR.01.02 Financial reporting

@Protiviti India Member Pvt Ltd  
CA Murtuza Onali Kachwala



APPROACH – RISK ASSESSMENT & PLANNING (CONTD.)

Identify Business Risks

▪ We shall work with the management to gain an

understanding of the business strategy, unique

goals and objectives vis-à-vis potential obstacles to

meeting them.

▪ We shall utilize our understanding of client’s industry,

business and environment by utilizing Business Risk

Models, i.e. tailored for Retail, Distribution, Services

and Government sectors, as a reference point to

identify key risks.

▪ We shall focus on three sources of uncertainties to

identify business risks i.e.

▪ Environment risk – uncertainties affecting the

viability of the business mode

▪ Process risk – uncertainties affecting the

execution of the business model

▪ Information for decision making risk –

uncertainties in information relevance and reliability

▪ We shall consolidate this information to develop an

initial business risk universe.
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APPROACH – RISK ASSESSMENT & PLANNING (CONTD.)

Prioritize Business Risks

▪ During identification of business risks, we shall gain an understanding of

the overall “tone at the top” of client and its entity-level control

environment around the COSO framework’s five components. This shall

enable us to assess whether entity-level processes should become part of the

audit plan and/or entity-level control gaps should be incorporated into the

work programs of individual audits.

▪ After obtaining a solid understanding of the industry, business, objectives

and entity-level control environment, we will conduct a top-down,

organization wide assessment of all types of risk affecting Client at both

the inherent and residual risk level. This shall include considering:

▪ past history and experience;

▪ known, planned and future initiatives;

▪ any other risk management activities occurring in client organization.

▪ Prior to risk assessment, identified business risks shall be categorised into Strategic, Operational, Financial and Compliance

risks. This will facilitate effective prioritization of risks.

▪ Risk assessments are performed through a discussion based approach from that risk maps are produced which map the impact

of each risk against the likelihood of their occurrence.
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APPROACH – RISK ASSESSMENT & PLANNING (CONTD.)

Risk Rank Audit Units

▪ Approach not only takes into consideration our extensive experience and

proven methodologies but also places an emphasis on pressing or

emerging trends in the industry.

▪ We shall identify internal audit focus areas. Based upon our discussions with

the management, with respect to their individual importance to business

performance along with the likelihood of existing control / process issues, we

shall rank audit units as high, moderate and low risk areas. These rankings

will reflect exposure to risks attached to controls / processes in such audit units.

Map Risks and Determine Final Risk Assessment

▪ Based on the prioritization of risks and risk ranking audit units, we shall

identify the relationship between auditable units and prioritized risks to

bring forth an integrated risk assessment.

▪ Throughout this stage, we will involve appropriate stakeholders to come up

with final risk assessment.

▪ This shall lead to either confirmation of the risk ranks assigned earlier or revision

in such rankings.
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Criteria in Audit Planning

New inputs

Each input will be appropriately weighted in the audit plan

Process and Entity Risk 

Perception

Financials

Strategic risk Perception

Entity Control 

Environment

❖ Strategic risk

❖ HoA / MPoR

❖ Entity risk factor

❖ Financials*

❖ KCQ*

❖ COSO

❖ Top management turnover

❖ Time since last audit

❖ Past audit results

* = KCQ and Financials will still be used as key inputs in the planning process but their weight will be reviewed
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APPROACH – RISK ASSESSMENT & PLANNING (CONTD.)

Impact

Risk Factors High Medium Low

Materiality / 
Financial 
Impact

▪ Adverse impact on assets, annual revenues, costs or 
profit: 1% or more of total revenue.

▪ Rise in expenses or operational cost: by 20%.

▪ External frauds of significant magnitude.

▪ Significant internal frauds, which may lead to 
complete change in management / bankruptcy.

▪ Adverse impact on assets, annual revenues, costs or 
profit: 0.5% to 1% of total revenue.

▪ Rise in expenses or operational cost: by 10% to 20%.

▪ External frauds of moderate magnitude. 

▪ Internal frauds of significant magnitude.

▪ Adverse impact on assets, annual 
revenues, costs or profit: Less than 
0.5% of total revenue.

▪ Rise in expenses or operational cost: 
by 10 % or less.

▪ External Fraud of less magnitude.

▪ Internal Fraud of less magnitude.

Operational ▪ Operational errors affecting the system or resulting 
in huge losses.

▪ Policies and procedures are non existent or not 
implemented or completely outdated.

▪ Process not designed to comply with internal 
Investment policy, Code of conduct and other 
essential policies.

▪ Systems failures producing loss of records or large 
inaccuracies in records.

▪ Project delays/cancellations leading to large 
penalties or losses.

▪ Operational errors in transactions affecting a 
Department.

▪ Policies and procedures exist but are weak or partially 
implemented or not updated for a long time.

▪ Process not designed to comply with internal personal 
dealing policy.

▪ SLAs exist but needs some amendments.

▪ Minor project delays leading to loss.

▪ Project expenses escalating affecting profitability.

▪ Operational errors in transactions 
affecting a single customer or resulting 
in duplication of work. 

▪ Informal policies and procedures (viz, 
through emails) exist and updated 
through informal communication 
channels.

▪ Process not designed to comply with 
internal IT policy, Procurement policy 
etc.

Regulatory ▪ Violations, which may lead to financial penalties 
from regulatory / statutory bodies.

▪ Violations, which may lead to warnings being issued by 
regulators / statutory bodies.

▪ Violations of negligible impact.

Reputation ▪ Bad publicity or damage to reputation from a 
country / regional / global perspective.

▪ Major loss of trustees confidence.

▪ Major loss in confidence of financial institutions.

▪ Bad publicity or damage to reputation from some 
segments of customers / parties.

▪ Minor loss in confidence of trustees or financial 
institutions.

▪ Bad publicity or damage to reputation 
from few customers / parties.

Internal Audit Risk Rating Criteria
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APPROACH – RISK ASSESSMENT & PLANNING (CONTD.)

Internal Audit Risk Rating Criteria

Impact

Risk Factors High Medium Low

Customer 
impact

▪ Dissatisfaction of a large segment of 
customers or high value customers

▪ Dissatisfaction of few key customers ▪ Dissatisfaction of few low segment 
customers

Legal ▪ Legal action leading to significant 
reputation / financial damage

▪ Legal action leading to moderate reputation / financial 
damage

▪ Legal action leading to minor reputation 
/ financial damage

Information 
Technology

▪ Confidential information / data loss from 
server

▪ Breakdown of mission critical IT 
applications (for example – Great Plains) 
and/or significant data loss.

▪ System Downtime for 8 hours.

▪ Less confidential information / data loss from server

▪ Breakdown of key IT applications

▪ System Downtime for 4 hours

▪ Information / data loss from server, 
which are of least importance.

▪ Breakdown of minor IT application (say 
email system)

▪ System Downtime for 2 hrs.

People ▪ Employee has recently been transferred, 
no experience or training on current 
profile.

▪ Earlier track record of disciplinary cases 
against the Employee.  

▪ Employee has recently been transferred, no experience but 
has undergone training on current profile.

▪ Non- performing employee due to other 
factors.

Likelihood rating

Parameters Very Likely Likely Less Likely

The Likelihood of the risk occurring within a 1 year period 10% or more 5% - 10% Less than 5%
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Planning Database / Tools

Financial risk

❑ Total Revenues

❑ Total Assets

❑ EBITDA

❑ Operating Cash Flow

MPoR

❑ CFO

❑ CEO

❑ Other top mgrs

KCQ

❑ C1.01 Manage New 
Product Development

❑ C1.02 Manage Brand, 
Advertising

❑ …

Key inputs Tool Key Output

Access DB

Calculation 
rules
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PROCESS LEVEL RATING MECHANISM

• Risk factor approach is generally used while performing organization wide risk assessment since it provides macro
level view.

• Under risk factor approach auditor first identifies factors common to all auditable units which may have impact
on organization’s ability to achieve its objectives.

• Risk factors are not risks themselves but conditions likely to be associated with presence of risk.

• Risk factors can be grouped into categories like strategic, compliance, operational and financial.

27

Following are examples of defining risk factors, criteria and ratings:
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PROCESS LEVEL RATING MECHANISM (CONTD.)
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PROCESS LEVEL RATING MECHANISM (CONTD.)
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PROCESS LEVEL RATING MECHANISM (CONTD.)
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Following are examples of determining total risk score:
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APPROACH – RISK ASSESSMENT & PLANNING (CONTD.)

Consider Change

▪ Our risk based methodology is responsive to stakeholder needs and emerging risks / opportunities in a changing

environment. As a part of our ability to respond to change, we consider any new management initiatives and the company's

change management process.

▪ For the portions of the audit universe that generally remain steady, it can be relatively straightforward to identify, understand

and evaluate risks. New initiatives, products, processes and technology are typically areas of high risk and may

require additional internal audit focus.

Compelling 

Case

Clear Vision

Clear 

Mission

Strategic Elements

Adequate 

Resources

Right 

Capabilities

Tactical Elements

Sufficient 

Motivation

Effective 

Communication

Successful and 

Effective Change 

Management
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Ideal effort allocation and Time coverage

Protect existing value

Audit activity nature Effort

❖ Process areas 75 - 80 %

Ensure value creation

20 %

20 %

❖ Group projects / Initiatives

❖ Local Projects / Specials
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CASE STUDY 

RISK BASED INTERNAL AUDIT PLAN 
DEVELOPMENT
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RISK BASED IA PLAN - ACTIVITIES PERFORMED

In accordance with the engagement letter, signed between audit client and Internal auditor,

the following activities were performed :

1. Internal Auditor agreed with the client Internal Audit (IA) universe

2. Reviewed documents pertaining to businesses of client

3. Prepared initial listing of risks applicable to client

4. Performing the risk assessment – ‘Inherent’ & ‘Residual’ Risk

5. Mapped the risks to various departments/ functions (IA universe) of client

6. Performed individual interviews with client’s senior management

7. Obtained inputs on total time available for audits - Client IA department

8. Developed a risk based IA plan for Year 1 & Year 2.
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Corporate

Client’s Group – Various Businesses

• Centralised: a) Board & Senior Management, b) Corp Development & Communications, c) Legal, d) IT, e) Procurement, f) 

HR, g) Finance, h) Admin and i) Internal Audit

1. Maritime & 

Logistics 

2. Offshore 3. Capital 4. Trading 5. Gas & Petrochem

Comprehensive range 

of services to major 

importers, exporters 

and shipping 

companies in the 

region, including oil & 

gas majors. 

Activities include 

logistics services, 

container feeder 

shipping, NVOCC 

operations , bulk 

shipping, shipping 

agencies, port 

management and 

operations, shipyard 

repairs

• Full offshore support 

services to oil and 

gas industry locally 

and across region. 

• Operates a fleet of 

more than 30 

offshore service 

vessels, which 

include safety 

standby vessels, 

anchor handling 

tugs, crew boats, 

workboats and 

dynamic positioning 

(DP) vessels.

• Complete range of 

diving services 

including saturation 

diving.

• Corporate finance 

advisory services to 

holding group (HG)

• Manages HGs 

proprietary portfolio 

of financial and real 

estate investments

• Holds the 

investment in a 

Quarries Building 

Materials Company.

• Representation, 

product marketing, 

sales and post sales 

services locally for 

well-known 

international truck, 

heavy equipment, 

machinery and 

lubrication brands.

• IATA approved travel 

agency.

• Owns, manages and 

operates a fleet of 

LPG and LNG 

carriers

• Provides ocean 

transportation 

services to 

international energy 

and industrial 

companies 

• Owns and manages 

fleet of container 

ships

• Operates a number 

of product tankers in 

partnership with 

international 

companies.

1. CLIENT’S BUSINESS STRUCTURE 
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2. REVIEWING DOCUMENTS

• The following details were provided by Client’s IA team :

❖ Organisation Structure

❖ Management Charters

❖ Annual Report/ Corporate Governance documents/ Audited financials

❖ Chart of Accounts/ DOA/ Policies & Procedures/

❖ IA Audit Reports

❖ IA RCMs

❖ Monthly Company performance Reports

❖ Various Certifications

• These were reviewed by the Audit team along with other industry reports/ own database and list of

risks were prepared
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3. PREPARING LIST OF APPLICABLE RISKS

• All applicable risks were divided into the following categories:

❖ Strategy and business planning

❖ Business Operations

❖ Central Operations and financial planning

❖ Governance & Responsibilities

• The following activity was performed while preparing this document:

❖ List down individual risks under categories mentioned above using sources such as Previous

year RACM’s, Audit Reports, Knowledge repository, etc.

❖ Risk Owners were defined and documented
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4. PERFORMING THE RISK ASSESSMENT

• A scoring matrix was mutually decided between Client and Internal Auditor.

• Risks were assessed, using this scoring matrix at inherent and residual levels based on likelihood of the event

and impact to the business in case of occurrence

Very Low Low Medium High Very High

1 2 3 4 5

1. Financial
Less than 0.1 % of 2013 group 

revenue/ group expenses  

(depending on revenue centre 

/cost centre) - Less than 3 

million QAR

Greater than 0.11  % but lower 

than 1% of 2013 group revenue/ 

group expenses  (depending on 

revenue centre /cost centre) - 3 

million - 30 million QAR

Greater than 1 % but lower than 

3% of 2013 group revenue/ 

group expenses  (depending on 

revenue centre /cost centre) - 

30 million - 90 million QAR

Greater than 3 % but lower 

than 5 % of 2013 group 

revenue/ group expenses  

(depending on revenue centre 

/cost centre) - 90 million - 150 

million QAR

Greater than 5 % of 2013 group 

revenue/ group expenses  (depending 

on revenue centre /cost centre) - 

Greater than 150 million QAR

2. Reputation / Media
No national, regional or 

international media coverage. 

However, company has to make 

public announcement. No impact 

on share price

Some low level national media 

coverage, with minor temporary 

change in share prce

High profile short term negative 

national or regional coverage. 

Not sustained. Sudden sharp 

change in share price. 

However, only temporary

Significant negative national 

coverage and some short lived 

international coverage for 

sustained period of time. Some 

sustained impact on share 

price

Significant international negative 

coverage for sustained period of time. 

Significant and sustained impact on 

share price

3. Regulatory compliance 

(including stock exchange)
Employees will undertake 

actions violating corporate ethics 

standards or implementation and 

enforcement of these standards 

will not be effective and 

consistent with corporate 

objectives.

Warning or strong 

recommendation for improvement 

from regulator but no fine and not 

made public

Public Warning and minor 

penalty / fine

Public warning, significant 

penalty or fine or intense 

investigation by regulator

Loss of licence / suspension of trade 

and business for period of at least 6 

months

4. Fraud tolerance

na na na

Any employee or customer 

fraud, including breach of 

ethics code

Any management fraud

2. Likelihood

Frequency
Potentially once every 11+ years At least once every 3 - 10 years At least once every 1-3 years At least once per annum Multiple times per annum

3. Vulnerability Use to assess strength of controls 

to mitigate the likelihood and 

impact of the inherent risk
Controls in place mitigate more 

than 90% of inherent risk

Controls in place mitigate 75 to 

90% of inherent risk

Controls in place mitigate 50 to 

75% of the inherent risk

Controls in place mitigate 30 to 

50% of the inherent risk

Controls in place mitigate less that 

30% of the inherent risk

Criteria

1. Impact
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5. MAPPING THE RISKS TO CLIENT’S BUSINESS DIVISIONS

Objective

❖ To ascertain where risks lie for each business division

❖ A risk rated high for one business division may be rated lower for other business division

❖ Facilitate in focusing on individual business units for specific risks rated high/medium

Corporate 

Functions

Maritime and 

Logistics 

Business Division

Offshore Business 

Division

Capital Business 

Division

Trading Business 

Division

Gas & 

Petroleum 

Division

Corporate Devt & 

Communications
Shipping Agencies Diving Operations Real Estate services

Trading 

management office

Commercial / 

Chartering

Legal
Marine & logistics 

management office

Offshore 

management office

Capital management 

office

Navigation Travel & 

Tourism (NTT)

Management 

office

IT Port Services
Construction and 

maintenance

Investment 

management

Navigation Trading 

Agencies (NTA)
Operations

Procurement
Navigation Logistics 

Services

Fleet & technical 

management office

Financial 

investments
Bunker Sales (BS) -

HSSEQ Container Shipping QHSE -
Marine sales & 

services
-

HR Shipyard - -
Navigation Service 

Center (NSC)
-

Insurance
Bulk shipping 

department
- - - -

Finance Asset Management - - - -

General Services - - - - -

List of Various business divisions of client organization
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Objective

❖ To enhance awareness of the risk based exercise and the forthcoming risk based IA plan

❖ To confirm identified risks and their inherent and residual risk scores and facilitate mapping to business

divisions

❖ To help identify new risks not previously in the risk list either in or outside their business unit/ division

❖ To understand their views on areas internal audit must focus on

• The following activity was performed while preparing for interviews:

❖ Identify and mutually agree with the Head of Internal audit, the list of risk owners to be met (Business Heads/ Group

Heads/ Department Heads)

❖ Set up interviews with the risk owners and provide agenda if required

❖ List down individual risks relevant to the risk owner

❖ Prepare questionnaire for the interview

6A. INTERVIEW WITH SENIOR MANAGEMENT
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6B. LIST OF CLIENT’S REPRESENTATIVES INTERVIEWED

EVP Offshore

CEO Gas & Petrochem / 

Shipping

President & CEO, 

Maritime & Logistics
CEO Trading

President & CEO

EVP Maritime 

Operations

VP Real Estate 

Services

VP HR

VP IT

Senior Manager 

Procurement

VP Legal

Senior Manager 

HSSEQ

EVP Finance & 

Investments

EVP Support 

Services

VP Internal Audit + Key 

chairpersons

SVP Corporate 

Development 

& Communications

CEO, Halul 

Offshore Services 

Company 

VP Port Services

VP Logistics

VP Shipping 

Agencies

VP Asset 

Management

VP Bulk Shipping

VP Container 

Shipping

VP Corp 

Finance & Risk

Chairman & MD

VP Finance

VP Financial 

Planning & 

Analysis

CEO Capital

Corporate Level

Pillar / SBU Level

Operating Unit Level

In delivering risk assessment and IA plan we met with the following representatives:

Level

aa

a
a

a

a

a

a

a

a

a

a

a*

• Met VP Finance (Former CFO Offshore) 

on behalf of EVP offshore

a

a

a

a

VP Port Services

VP Logistics

VP Shipping 

Agencies

VP Bulk Shipping

VP Container 

Shipping
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7. TIME AVAILABILITY OF IA STAFF

• The following activity was performed:

❖ Receive inputs from Client on holidays, leave eligibility, Various management meetings, etc. for

the year 1 & year 2.

❖ Estimate total time for follow up reviews of audits performed in prior years.

❖ Estimate time taken for activities such as staff meeting, seminars, IA trainings, etc.
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Particulars HIA
Resource

Total
1 2 3 4 5 6 7

Total Number of days in year 365 365 365 365 365 365 365 365

Less : Weekends 104 104 104 104 104 104 104 104

Less: Public Holidays 10 10 10 10 10 10 10 10

Less: Ramadan reduced working 9 9 9 9 9 9 9 9

Less: Annual Leave + Sick leave 32 32 32 32 32 32 32 32

Total working days 210 210 210 210 210 210 210 210 1680

Less: Audit Follow ups 44 32 20 20 20 20 20 20 196

Less: Preparing Audit Committee Presentation 12 12 0 0 0 0 0 0 24

Less: Arabic Translation 0 4 0 0 0 0 12 0 16

Days required for follow up of audits and audit committee pack 

preparation
56 48 20 20 20 20 32 20 236

Less: Audit Committee meetings 4 4 0 0 0 0 0 0 8

Less: Management meetings/ tender committee 

representation
24 6 0 23 0 0 0 0 53

Less: Department Staff meetings 4 4 4 4 4 4 4 4 32

Less: Internal Audit Trainings 5 5 5 5 5 0 5 5 35

Less : IIA Seminars 4 4 4 4 4 0 4 4 28

Less: Administration Work 24 12 12 12 12 12 12 12 108

Days required for trainings / other meetings 65 35 25 48 25 16 25 25 264

Total days for performing internal audits 89 127 165 142 165 174 153 165 1180

7. TIME AVAILABILITY OF IA STAFF (CONTD.) 
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8. PROPOSED IA PLAN – YEAR 1 
The IA risk assessment identified 93 risks of which 18 were deemed to be high, 55 medium and 20 low.
The 2014 and 2015 IA Plans cover all key risks and 50% of the medium risks.

Corporate
Marine & 

Logistics
Trading Capital Offshore Gas & Petroleum
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8. PROPOSED IA PLAN – YEAR 1 (CONTD.) 

Corporate
Marine & 

Logistics
Trading Capital Offshore Gas & Petroleum
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8. PROPOSED IA PLAN – YEAR 2

Corporate
Marine & 

Logistics
Trading Capital Offshore Gas & Petroleum

46
@Protiviti India Member Pvt Ltd  

CA Murtuza Onali Kachwala



Corporate
Marine & 

Logistics
Trading Capital Offshore Gas & Petroleum

8. PROPOSED IA PLAN – YEAR 2 (CONTD.)
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Q&A Time!
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Thank You for a 

lovely morning,

learning together is 

always a pleasure….

Murtuza Kachwala
Managing Director 

Contact no. +91 9833 015 334

Email: murtuza.kachwala1@protivitiglobal.in

Thank you for being 

a lovely audience,

learning together is 

always a pleasure….
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